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The Challenge

INFORMATION GAPS, BLINDSPOTS, AND LACK OF
CONTROL UNDERMINE FOUNDATIONAL COMPLIANCE.

ITFM

Daily changes occur in the IT foundation. Break/Fix,
Incidents, Configuration, Patching, and Maintenance all
result in changes to the IT infrastructure. Compliance
requires these changes to be controlled and documented.

Yet traditional approaches come up short, forcing the IT Au to m ate Re CO rd S

organization to document foundational changes by hand.

IT FOUNDATION MANAGE  MENT AUTOMATES THE WORK
OF DOCUMENTING CHANGES.

The result is: inaccurate information; incomplete records; a

documentation lag; large time consumption (cost); no

A Foundational Compliance Gap

means of verification; and a lack of transparency/oversight.
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Resulting in documentation that is...
O Manual
O Inaccurate

@ Incomplete
O Inconsistent
@ Costly to produce

9 With the Traditional Approach, Privileged Actors need to...
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Simple and Accurate

PERSISTENCE IN ALL M  ODES ELIMINATES COMMON
With IT Foundation Management, Tl TTarant
COMPLIANCE BLINDSPOTS. Privileged Actors need to... action change ®
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© Automatic
© Accurate

© Complete
© Consistent
© No FTE cost

Single -user, standby, and failure mode are blindspots for

even the most advanced compliance practice. Yet these

conditions almost always have someone accessing a

privileged interface. Not knowing what is being done at this

Manually documenting compliance information is never a

Persistence in All Modes

foundational level is a gap in the compliance practice. IT

desired practice. When compliance records are produced
Foundation Management automatically records all privileged

manually the organization incurs significant manpower costs
user activity under  all_conditions, ensuring those interfaces

and resulting records are highly prone to errors, omissions

are properly monitored and fully auditable.

and inconsistencies.

All Foundational Changes are
Recorded Automatically...

IT Foundation Management automatically captures and

records all changes in the IT foundation. The records

Ao produced are accurate, consistent, comprehensive, and they
Network Administration

a require no manual work to produce them. These records

Normal .
Operation Maintenance

provide the means to prove compliance, pass audits, and

verify practices across the entire IT foundation.

Failure
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Gain Control

REAL-TIME CONTROL CA PABILITIES MAKE
COMPLIANCE ISSUES IMMEDIATELY ACTIONABLE

Be Proactive

ITFM

The best compliance approach includes the ability to know
and actinreal -time to compliance threats. With IT
Foundation Management, privileged user activity is
IT Foundation Management Delivers Real-time Policy Enforcement _ ) )
captured inreal -time and can be scanned for out -of -policy
| Business Rules | activity. With a powerful script engine, IT Foundation
Management supports complex business rules and wildcard

scenarios that are needed to effectively identify compliance

Work is Threats are o ) )
Detected and threats. Control capabilities range from generating an email
Performed Acted On
Break/Fix or text message to programmatically terminating users
Incidents .
Configuration sessions.
Patching . . .
Programming Resulting in Real-Time Foundational
ngf;tee';?npc'gg No Threat Command and Control
Install software No Action. © Real-time scanning of Privileged User Activity
© Script Engine for Complex and Wildcard Rules
© Control over Sessions - including Termination
© Configurable Alert Priorities
© Custom Actions (email, text, terminate)
© Unlimited Rules Support
© Directly Embed Compliance Rules in Scans

Reduce Risk

THE COMPREHENSIVE, R EAL-TIME COMPLIANCE APPROACH OF IT FOUNDATION MANAGEMENT ELIMINATES MAJOR
THREATS TO THE BUSINESS.

IT Foundation Management dramatically reduces risk exposure in the IT foundation. It is a paradigm -shift. Documentation moves
from manual to automatic. The quality of documentation moves from being fraught with inaccuracies to absolutely accuracy. Wor k
that is complex work is dramatically simplified. A general lack of control is replaced by comprehensive real -time control. No

dependable means of verification moves to having
definitive verification that proves the practice. Finally, lack
of accountability is shifted to explicit accountability so that

policies are not just paper, they are enforceable. These

Role -Based Access and Control

benefits reduce the chance of human error or out -of-policy

activities occurring. Fewer mistakes are made and
when they are made those mistakes can be

caught and corrected quickly & often before any

damage has been done.
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